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Overview

Beginning in August 2007, FSU ResNet participants will be given access to the Internet via a secure
system. In order to access the Internet, students will have to supply their own computer, and connect via
an Ethernet port in their room. To protect other students and the availability of the Internet, each machine
will be scanned before it is permitted to join the service. This scan is called posture check or end point
validation (EPV). Each scan takes approximately 30 seconds and does not require any special software
installed on the student’s machine.

Some checks that EPV performs are:
Out-of-date virus definition files
Out-of-date operating system (Service packs and hot fixes)
Disabled or missing antivirus software
Disabled or missing firewall
Malicious key loggers
Out-of-date antivirus scan engines
Windows registry key values

This document outlines the minimum system requirements, walks through a standard login procedure,
and provides troubleshooting tips in the event there is an issue with login.

System Requirements

In order for a machine to be scanned, it must meet the following system requirements.

Operating System
Windows: Vista or XP
Linux
MAC OS X

Anti-virus Software

Each machine must be running a current version of any of the following anti-virus products. If a student
does not have anti-virus installed, they may download AVG for free from: http://free.grisoft.com/

It is estimated that 70 to 100 new virus threats are introduced each day, so it is important that students
keep their anti-virus definition files up to date. They will not be admitted to the network if the virus
definitions are over 14 days old.

Symantec — Symantec Antivirus Corporate Edition, Norton Antivirus
Sophos — Sophos Antivirus

TrendMicro — OfficeScan Corporate Edition, PC-cillin Internet Security
CA Security Center 2007, eTrust, eTrust EZ, Vet

McAfee Internet Security Suite 2007, Virus Scan
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BitDefender Internet Security v10

Kaspersky Antivirus for Linux and Windows

avast! Windows and Linux Home Edition for Linux
F-Secure Antivirus for Windows

Panda Anti-Virus for Windows

SOFTWIN BitDefender Antivirus for Windows
Zone Labs ZoneAlarm with Antivirus for Windows
AVG Antivirus Free Edition for Windows and Linux
NOD32 Antivirus for Windows

Personal Firewalls

Each student must have a personal firewall installed on their machine in order to protect their computer
from network-based attacks. Some risks to joining the network include: having your files stolen off of your
computer, vandalize the computer, and using your computer to attack other computers without your
knowledge. The following personal firewalls are supported:

Windows Vista built-in Firewall

Symantec Norton Personal Firewall (Symantec Norton Internet Security 2007)
Check Point Integrity Linux Agent for Linux

Redhat Linux built-in firewall for Linux

Mac OSX/Tiger built-in firewall for Macintosh

McAfee Personal Firewall for Windows

Computer Associates EZ Firewall for Windows

Windows XP Firewall for Windows

BlackICE PC Protection (BlacklCE Defender) for Windows
Kerio Firewall for Windows

Outpost Personal Firewall for Windows

Norton Personal Firewall for Windows

Other Requirements

The EPV scan does not require any special software be installed on the student machine. However, it
does presume that the machine is running a supported browser and Java.

Supported Browsers

Internet Explorer 5.5 or later configured to allow cookies and run one of the following
components:

0 ActiveX components
0 SunJava applets

o Microsoft Java VM
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Mozilla Firefox 1.0 or later configured to allow cookies and Sun Java applets support enabled

Netscape Navigator 8.0 or later configured to allow cookies and Sun Java applets support
enabled

Firefox 1.0.4 or later configured to allow cookies and Sun Java applets support enabled (Linux
only)

Konqueror browser (latest version available for distribution; Linux only)

Safari browser configured to allow cookies and Sun Java applets support enabled (Macintosh
only)

Java applet caching must be disabled.
Java Requirements
Microsoft JVM version 5.5.3810.0 or later

Sun JRE version 1.4.2 or later (Download at: http://java.sun.com)

Normal Login Procedure

The validation process is designed to be quick and straightforward for users. When you open your
browser, you will automatically be redirected to a web site that will scan your machine.

3 Login - Mozilla Firefox o =] S
File  Edit View History Bookmarks Tools  Help

* Lé‘u ﬁ .i.wttp:;l’,;’.c.p.consentry.com:169?8;1’.I0gin..?.1.tn1.\.?.‘l;ttp:.,}J‘;;lww.examﬁ.l.e.cc-é ' [) @';Gncél.e ._‘.

|| Congentry | ) Personal | Internet Tools } Favettaville Printer @J FSU Residential petw, .

|»

Network Authentication

Please enter vour name and password to gain access to the network,

Mote: All comrunication is monitored,
S FAYEWEVI LL£ For more inforrmation please visit the Resiet Install Guide.
TATE [ JNIVERSITY
Login to begin your session. |
Username:
Password: F
1 S AYETTEVILLE
TATE [ JNIVERSITY
|default 'I
Secure Login | Cancel
Powered by FSLU,
=
|Done | Prosy: Mone o

Enter your user name and password. If you do not have this information, you can look it up at:
https://forms.uncfsu.edu/departments/ITTS/studentemail/index.cfm.

After you enter your user name and password, your computer will be scanned to ensure it meets the
minimum system requirements and security requirements:
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¥)1C5 Scan In Progress - Mozilla Firefox
Fle Edt Wew Hgtory Bookmarks Took Help

¢ %@

hitp: ffep. uncfsu, edu: ool

\) ConSentry | ) Personal |~ Internet Tools g Fayettevile Printer &) FSU Residential Hetw. ..

\.‘ CONSENTRY

Q Scanning For Security Risks

Seanning for security threats. [

Please wait. Do not close the window or browse to

another location.

After the scan is completed, you will be prompted to submit a scan report:

Integrity Scanner

@

to the following location:

cp.uncfsu edu

Please confirm that this site is the one you are tving to access.

If you don't send the scan report pou will not be: allowed to
connect. Do you want to send the scan repart™

[” Don't ask me again.

The security zcan iz complete. The Security Scanner now needs
to gend the results of the scan to the site. The report will be send

x|

Click Yes and “Don’t ask me again”. Each time your system is scanned, a log is submitted to the ITS

department.

If your computer meets the minimum system requirements, you will be taken to the web page you
requested. If your computer does not meet the requirements, you will receive a warning with an
explanation of what you need to do in order to resolve the issues.

Note: Until Friday, September 7, 2007, you will receive a warning

when your computer fails the scanning process. After that date, your
computer must meet the minimum system and security requirements
in order to join the network.

\.\ CONSENTRY

(@ You may proceed to the protected site with caution

You are allowed to enter the protected site. However, your computer does not conform to some
securty guidelines. It is recommended that you fix these issues and re-scan your computer.

Pleass contact your samiistor,
Security Requirements Security Status. Solutions

Click hete for details

In order to access FSU
network resources, your
computer must be running
anti-virus software and your
virus definitions must be less
than 14 days old. Starting
Septernber 4, 2007, you wil
o longer be able to access
the network without meeting
this requirernent. You can
download Antivirus software
for free frorm

htp:/free grisoft com

AntiVirus Rule

@ conin

Firewall Rule Q@ pass

Spyware Rules Q Pass

ECEE
L

[T [ inemer
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Common Login Problems

System Scan Cannot Launch

Internet Explorer users can run the scanner using a Java applet or an Active X control. If you do not have
Java installed, you will be prompted to install the Active X control.

a ICS Scan In Progress - Microsoft Internet Explorer

=18 ]

File Edit WYiew Favorites Tools  Help | a

W A, = i, ’ . i
OBack - L) - \ﬂ‘\LJ—I—! ! Search = (Favorltes (;?I! - = = qL
Wuncfsu.edu:31862,|’ics,|’bin,|’translat0r.cgi WLinks »

@ This site might require the follwing Activel control: 'Inteqarity Clientless Security' from 'Check Point Software Technologies Lkd.', Click here to install,.. \K
-

/_
N

(@) scanning For Security Risks

I—

The site you are entering requires your computer to be scanned for security threats. The Security
Scanner is downloading.

Please wait. Do not close the window or browse to another page during the download and scan.

You may see a message pop up in your information bar about installing the control. Right-click on the bar
and choose “Install Active X Control”. If prompted, click “Install” or “Run”.

Internet Explorer - Security Warning il

Do you want to install this software?

Mame: Intedgrity Clientless Securit

Publisher: Check Point Software Technologies Ltd.

il More options Install | Don't Install I

o While files From the Internet can be useful, this file type can potentially harm
vour computer, Only install software from publishers vou trusk, What's the risk?

If you are using any other browser, you must have Java installed, or you will see a screen like this:

Error - Mozilla Firefox

i
Fle Edt Wiew Hstory Bookmarks Tools Help

<ﬁ - - @ ﬁ | hepujjep.unchsu ecu:318e2fiesjbinftransistor.cqi [=[ B [Clz/ co0ge =y
M cetting Starked (2] Latest Headlines

i« Additional plugins are required ko displary all ths media on this page. Install Missing Plugins... | e

>
& CONSENTRY
Q@

Jawa cannot be run, or Java is not installed on your computer. Please ensure that one of the following
Java versions is installed and enabled in your browser:

* Microsoft SV wersion £.9.3810.0 or higher
+ Sun JRE wersion 1.4.2 or higher

You can help administrator to solve youwr probler i you collect information about your PG with
troubieshooting wbility and send results to administrator. See instructions here.

Plaase contact your administrator. Try Again

To resolve this, go to http://www.java.com and download the latest Java Runtime Environment (JRE).
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Scan

Failures

Note: Itis the student’s responsibility to resolve any issues that are
found by the posture check. The ITS staff cannot perform system
maintenance or repair on student-owned computers.

The most common causes of scan failures are:

Missing our out of date anti-virus software. This can be remedied by installing any of the anti-
virus products listed earlier in this document. AVG is available for free at: http:/free.grisoft.com/

Adware or Spyware running on your computer. Several free scanning tools are available on
the Internet. Download one of the following utilities to try to clean up your system: AdAware
(http://www.lavasoft.de), AVG (http://free.grisoft.com/), or review the Major Geeks spyware
removal guide: http://forums.majorgeeks.com/showthread.php?t=35407

File Sharing Software. Many programs such as KaZaa and LimeWire are bundled with adware.
This may cause your system to fail the posture check. To resolve this, remove the problem
program.

If your computer fails the spyware scan, you can click “Review List” to identify which spyware your
computer is infected with. This can be useful in researching how to remove the infection from your

system.

/15 Scan Report - Microsoft Internet Explorer _i8l x|
Fle Edt Ven Favortes Tods Help | R

— e = -

@Back gD - ﬂ E] ¢ ‘ ) search ¢ Favories {f‘ Rrim 2% | Failed to retrieve buttons for fieedzFind Bar, =2

Address [ Pttps/jcp.uncfsu.edus3Laez/icsfbinjtransletor.cql B

\.\ CONSENTRY

@l ‘You are restricted from entering the protected site.

You are restricted from entering the protected site because your computer does not conform to some
security guidelines. You must fix the required issuss and re-scan your computer

Piease contact your adminisirator
Security Scan Results

Security Requirements Security Status Solutions

Anti-Virus Rutle Q pass

Firewall Rule Q Pass

3
) restiicted
@‘/

|
[&]oone 0T [ mtmmet
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Once you click “Review List” on this screen, you will be given detailed information about the specific
infection.

Troubleshooting

Unable to Connect to Network
If you launch your browser and is not taken to the cp.uncfsu.edu page, review the following:

1. Does your system meet the minimum system requirements for browser, Java version, and
operating system?

2. Is the Ethernet cable connected? Is there a light on the network card on the workstation? Make
sure you have not plugged the cable into the telephone portion of your jack.

EPV Failures

Most student issues will relate to a failed posture check. For example, they may be infected with spyware,
or have out of date anti-virus software. In most cases, the help desk’s role is to help them understand the
issue so they can go troubleshoot it on their own. It is not the responsibility of the helpdesk to remove
spyware from the student machine.

Additional Logging Options

If the scan launches, but the posture check fails, and you have confirmed that the student machine should
meet the system requirements, you can perform an additional logging step.

ICSinfo utilities are available for download on screens where the system thinks the information will be
helpful.
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